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Subject 

 

 

Area of Risk 

 

 

Responsible to 

 

Existing Control 

Measures 

Additional 

Measures 

Required 

Degree 

of risk 

(H/M/L) 
INCOME      

To keep proper financial 

records of income within 

the statutory requirements 

Not checking the 

accuracy of 

payments and legal 

powers to receive 

monies 

The Responsible 

Finance Officer 

Payment regulations set 

out in Standing Orders in 

line with Statutory 

requirements 

None M 

Insuring all business 

activities are within legal 

powers 

Failure to do so 

would be ultra vires 

The Town Clerk, 

Responsible 

Finance Officer 

and internal 

auditors 

Existing standing orders 

comply with legal 

requirements; ongoing 

internal audit regime in 

place 

None M 

Complying with restrictions 

on borrowing 

Failure to do so 

would be ultra vires 

The Responsible 

Finance Officer 

and internal 

auditors 

Maintenance of existing 

PWLB loan fully 

compliant with Accounts 

& Audit Regulations 1996 

None L 
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Ensuring that all 

requirements are met 

under employment law and 

HMRC regulations 

Failure of 

Responsible 

Financial Officer to 

recognise the 

appropriate 

requirements and 

regulations 

The Responsible 

Finance Officer 

Inspection by internal 

and external auditors 

None M 

Ensuring that all 

requirements are met 

under H M Customs and 

excise regulations 

Failure to complete 

would result in loss 

of refundable income 

Responsible 

Finance Officer 

and internal 

auditor 

Inspection by internal 

and external auditors; 

power is recorded in the 

minutes. 

None M 

Ensuring the adequacy of 

the annual precept within 

sound budgeting 

arrangements 

Failure to comply 

would result in the 

loss of expenditure 

and financial 

difficulties 

The Council Annual budgeting carried 

out with the benefit of 

monthly budgeting 

controls, a 3 year 

budget plan and regular 

forecasting & inspections 

None M 
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Ensuring the proper use of 

funds granted to local 

community bodies under 

specific powers or under 

section S137 

Failure to comply 

would be ultra vires 

Town Clerk/The 

Responsible 

Finance Officer 

Payments are recorded 

in the minutes of the 

appropriate committee 

under the relevant 

heading. Records kept on 

RBS Accounts System. 

The Council hold the 

General Power of 

Competence 

None M 
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Restrictions on the precept 

due to the Government 

introducing capping for 
local councils 

Failure to comply 

would trigger a 

costly referendum. 

The Council Annual budgeting carried 

out taking into 

consideration the impact 
of future of capping. 

None H 

Expenditure      

Expenditure should be 

actioned in line with 

Standing Orders and 

approved in accordance 

with the Council's Financial 

Regulations 

Unauthorised 

payments lead to 

possible overspend 

in Councils budget 

The Responsible 

Finance Officer, B 

and internal 

auditors 

Examination of all 

Councils bank accounts 

and budgets by Finance 

& Strategy Committee; 

System of monthly 

internal audit by 

designated Members of 

the F&S Committee 

None M 
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Expenditure and balances 

of EMRs 

Overspends could 

deplete the 

Earmarked Reserves 

and leave the 

Council unable to 

move forward on 

planned projects 

The Responsible 

Finance Officer 

Expenditure is reviewed 

and monitored at each 

Committee Meeting. 

Financial regulations in 

place ensure that 

expenditure from EMRs 

can only be for specific 

agreed reasons. 

None L 

Payment of expenditure by 

BACS 

Unauthorised 

payments leading to 

illegal actions 

The Town Clerk/ 

RFO and the 

authorised 

Councillor 

signatories 

All payments approved 

by two authorised 

Councillors. Invoices 

added to Payments List 

prior to entry onto 

banking system. Copies 

of payments list and 

invoices sent to 

approving Councillors for 

checking. Invoices 

initialled by approving 

Councillors. 

None M 
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Payment of expenditure by 

Corporate Payment Card 

Unauthorised 

payments leading to 

illegal actions 

The Town Clerk / 

RFO 

Only the Town Clerk and 

RFO are authorised to 

use for payments. 

Individual transactions 

limited to £5,000, under 

Delegated Powers of the 

Town Clerk, unless 

authorised by the 

relevant Committee or 

the Finance and Strategy 

Committee in advance. 

Card is kept under lock 

and key. All Payments 

made are reported to 

next Finance and 

Strategy Meeting for 

retrospective approval. 

None M 

All Invoices to be checked 

against orders and goods 

received. 

Unauthorised 

payments leading to 

illegal actions 

The Responsible 

Finance Officer 

and Finance 

Administrator 

and authorised 

signatories 

Payment procedure as 

set out in Standing 

Orders / Financial 

Regulations; monthly 

internal audit rota; 

internal auditor 
appointed and audit plan 

None M 
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Standing Order and Direct 

Debit payments 

Failure to check 

accuracy of standing 

order payments will 

lead to inaccurate or 

unapproved 

payments 

The Council, 

Responsible 

Finance Officer 

and Finance 

Administrator 

All standing order and 

direct debit payments 

approved by resolution 

of the Finance and 

Strategy Committee; 

reports of all payments 

made to Finance and 

Strategy; monthly 

internal audit 
rota; appointed internal 
auditor. 

None L 

Online Purchases Failure to check 

accuracy of online 

payments will lead 

to inaccurate or 

unapproved 

payments 

The Council All internet / online 

payments carried out 

using Corporate Card in 

accordance with existing 

procedures for its use 

None M 
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Payroll Loss of historic 

payroll records due 

to ICT failure 

The Council Payroll administered by 

third party provider with 

contractual terms 

regarding back up of 

records. Town Clerk and 

Responsible Finance 

Officer retain separate 

electronic files; hard 

copies retained in 

confidential file in the 
office 

None L 
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HM Customs & Excise VAT 

payments 

Inaccurate checking 

of both income 

expenditure VAT 

payments and 

receipts to be made 

promptly - failure to 

comply will lead to 

fines 

The Responsible 

Finance Officer 

and internal audit 

system 

All VAT payments are 

recorded and reported to 

the Finance & General 

Purposes Committee and 

included in the monthly 

internal audits. Quarterly 

returns are also 

presented to the Finance 

& Strategy Committee 

None M 

Petty Cash Loss of public 

money due to 

inappropriate 

accounting 

The Responsible 

Finance Officer 

Petty cash holdings 

limited to £300 kept in a 

secure box.; additional 

petty cash for Library 

held receipts required for 

payment; appropriate 

records kept 

 

None L 

Year End Annual Return      
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Completion of process for 

approval and submission of 

the Annual Return 

Incomplete or 

Annual Returns not 

submitted on time or 

in accordance with 

rules leave the 

council subject to 

fines for non- 

compliance 

The Town Clerk / 

Responsible 

Finance Officer / 

Council 

Annual Return is 

reviewed and approved 

at the May Full Council 

meeting each year, and 

submitted for the 

internal auditors 

comments ready to 

submit to the External 

Auditors within the 

permitted timeframe 

None M 

Exercising the Duty of 

Public Rights for the 

Accounts 

None Compliance 

with Audit 

Regulations and not 

achieving a clean 

audit 

The Town Clerk / 

Responsible 

Finance Officer / 

Council 

The Unaudited Accounts 

are provided for the 

Provision of Public Rights 

are and displayed, once 

approved, on 

noticeboards and the 

website during the 

required dates and Once 

the External Auditor has 

completed the Audited 

Accounts these are also 

displayed for the 

appropriate periods. 

None M 
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Insurances      

Fidelity Insurance cover Loss of the Council's 

money 

The Town Clerk, 

RFO and internal 

auditor 

Reviewed annually by 

the Council's Finance & 

Strategy Committee 

None M 

Public Liability Insurance Claims against the 

Council from 

members of the 

public at Council run 

events and on 

Council property 

The Town Clerk, 

RFO and internal 

auditor 

Reviewed annually by 

the Council's Finance & 

Strategy Committee - 

reflected in Council's 

insurance policy 

None M 

Property and Furniture 

Insurance 

Underinsured items 

that are subject to 

claims 

The Town Clerk, 

RFO and Internal 

Auditor 

Reviewed annually by 

the Council. 

None M 

To review the assets of the 

Council annually and to 

update insurances 

accordingly 

Failure to do so 

would lead to under 

insurance 

The Town Clerk, 

RFO and Internal 

Auditor 

To be reviewed and 

updated as required 

None M 
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Risk Assessment      

The Council to prepare a 

risk assessment policy 

Failure to do so 

would not meet 

requirements as set 

out in the Local 

Government 

financial regulations 

The Council To be reviewed and 

updated annually and as 

required by changing 

legislation 

None M 

Legal      

Commissioning an Internal If the Council have The Town Clerk, Internal Auditor None M 

Auditor not got a competent RFO and Finance appointed based on   

 internal auditor it And Strategy previous experience and   

 leaves the Council  qualifications.   

 open to risk and Committee Appointment is reviewed   

 possible errors on  every 3 years by the   

 the financial system  Finance and Strategy    

    Committee in   

   compliance with the   

   Local Audit and   

   Accountability Act 2014   
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Commissioning contractors Risk of injury or 

harm to employees, 

the public and 

contractors resulting 

in prosecution under 

the Health and 

Safety at Work Act 

which could have 

severe financial 

consequences 

The Council; the 

Town Clerk 

Council Policy to refuse 

consideration of any 

quotation that does not 

comply with the 

Management of 

Contractors Safety. 

Citation procedures 

implemented 

 H 

Procurement Failure to comply 

with procurement 

regulations could 

result in legal 

challenge. Failure to 

produce robust, 

detailed contract 

specifications 

resulting in poor 

commissioning of 

services and 

additional costs 

incurred due to 

items omitted 

The Town Clerk, 

Senior Officers, 

The Council 

Procurement consultants 

used as part of any new 

tender; this safeguards 

the Council and has been 

budgeted for. 

 M 
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Best Value Failure to get best Town Clerk, Town Councils Financial None L 

 value would result in Management Regulations have a   

 poor use of public Team robust process for   

 funds and lack of  achieving best value for   

 trust and  purchases, and all items   

 accountability  must comply with the   

   regulations. This is   

   tested by the internal   

   audit process and   

   approval of expenditure   

   at Committee Meetings   

Policies Failure to regularly Town Clerk / The Timetable for annual None M 

 review essential Council review drawn up; Council   

 policies and  is member of NALC;   

 procedures to ensure  Town Clerk is member of   

 compliant with  SLCC to be kept abreast   

 current legislation  of changes in legislation   

 could leave the  affecting local councils   

 Council open to     

 litigation     
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Quality Status Quality Status is a Town Clerk/The Town Clerk successfully Implementation of M 

 good indicator of Council completed CiLCA. remaining  

 how we are doing,  Foundation status measures needed  

 and we need to work  accredited under Local to fulfil Quality  

 to achieve this again  Council Award Scheme status criteria. E.g.  

   January 2022. Financial  

    Management, 
Publishing meeting 
paperwork 

 

      

      

Data Protection Failure to comply Town Clerk and Training for all Office  M 
 could result in the the Management staff on GDPR, keeping  

 Council having legal Team up to date with  

 action taken against  legislation  

 it, and damage the    

 Councils reputation    

Freedom Of Information Failure to comply Town Clerk and Town Council website is  M 
 could result in the Management updated with correct FIO  

 Council having legal Team information, the Town  

 action taken against  Clerk is the contact  

 it, and damage the  for these requests and  

 Councils reputation  we have a policy in place  

   for requests.  
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Changes to legislation Failure to comply Town Clerk/The Town Council Policies are 
reviewed annually. 

 H 

 could result in the Council   

 Council acting 'ultra    

 vires' with    

 consequent risk of    

 legal action against    

Assets      

Loss or Damage to Assets Assets that get Town Clerk, Assets are all recorded in  M 
 damaged or lost Management the asset register which  

 could have a Team is updated regularly.  

 significant financial  Insurance is held and  

 impact  updated accordingly and  

   assets are maintained  

   and monitored regularly  

   for any issues  

      

Future service provision      

Transfer of assets or Legal and financial The Council Full Council to consider  H 

services from Cornwall risks arising from  all aspects related to  

Council increased  transfer of a service or  

 responsibilities  asset to include finance,  

 without regard for  health and safety,  

 resources and  insurances, legal  

 capacity  liabilities and staffing  

   before taking any  

   decision on devolved  

   services.  
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Asset acquisition Legal and financial The Council Policy of due diligence  H 
 risks arising from  where independent  

 increased  professional advice is  

 responsibilities  sought before acquiring  

 without regard for  any asset.  

 resources and    

 capacity    

Boundary Review Risk of loss of The Council Actively Participating in  M 
 Precept if the size of  all local consultations  

 the Council was to  with CALC and Cornwall  

 decrease, or risk of  Council.  

 taking on large area    

 without the budget    

 to cover expense    

General Power of Failure to meet The Council / Town Clerk suitably  M 

Competence criteria requirements Town Clerk / Qualified as at Elections 
2024. Town Clerk and 

 

 to adopt the General Management members of the  

 Power of Team Management Team due 
to take CiLCA 

 

 Competence under  2/3rds of the  

 the Localism Act  Council Elected to Office  

 2011 could result in    

 the loss the Library     

 Building and Legal    

 Challenge    

Staffing      
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Provision of Safe place of 

work and healthy working 

environment 

Risk of injury or 

harm to employees 

resulting in 

prosecution under 

the Health and 

Safety at Work Act 

which could have 

severe financial 

consequences 

The Council; 

Head of Facilities, 

the Town Clerk 

Full Risk Assessments 

completed and 

recommendations 

implemented. Citation  

contracted and Health & 

Safety consultants. Full 

General Risk assessment 

completed annually. All 

high priority 

recommendations 
implemented 

Addressing all 

issues raised by 

Citation in a timely 

and efficient 

manner to minimise 

risk. Monitored by 

the Staffing 

Committee 

M 

      

Temporary Absence of 

Town Clerk 

Failure to comply 

with legal and 

financial regulations 

The Council Council is a member of 

CALC and South West 

Councils for support and 

advice. Deputisation now 

in place with Deputy 

Town Clerk due to take 

CiLCA training. 

Implementation of 

approved 

recommendations 

of the 

Organisational 

Review 

M 
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Staff Retention Loss of employees 

due to pay and 

conditions, poor 

management 

resulting in 

increased 

recruitment and 

training costs, 

agency fees and loss 
of expertise and 

The Town Clerk, 

Management 

Team, The 

Council 

Performance Appraisal 

system in place and 

reported to the Staffing 

and Governance 

Committee. Training 

reviewed for every 

employee with adequate 

budget provision made 

to support development. 

Continued 

implementation of 

approved 

recommendations 

of the 

Organisational 

Review 

M 

Gross Misconduct or Fraud Employment policies 

reviewed regularly, 

processes in place 

for separation of 

duties. Staff all 

made aware of 

policies and 

procedures to follow. 

Town Clerk, and 

all staff 

Insurance in place and 

Staff Handbook recently 

completed and sent to all 

staff via Breathe for 

them to agree to terms 

None M 

 


