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Updated August 2025 

 

Disclaimer 

This template is intended to be general information only and should not be interpreted as 

independent legal advice. The law is subject to change, so while Stephens Scown LLP seeks to 

ensure the information contained in this template is up to date and accurate, the law can change 

quickly and no guarantee is made as to its accuracy which means the information should not be 

relied upon.  

Templates should not be viewed as an alternative to legal advice and Stephens Scown LLP does 

not accept liability for any action taken or not taken as a result of your use of this template. If you are 

in any doubt about the contents of this template or wish to made amendments, we recommend you 

seek legal advice.  

TEMPLATE:  

Participation in Redruth Town Council CCTV 

Scheme DPIA 
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WHAT IS A DATA PROTECTION IMPACT ASSESSMENT? 

A Data Protection Impact Assessment allows an organisation to identify and minimise the risks 
posed to Data Subjects, as defined in the UK General Data Protection Regulation, when carrying 
out a new project. The requirements of the DPIA are set out under Article 35 UK GDPR.  
 
This DPIA is not appropriate for Law Enforcement Agencies or activities conducted by local 
authorities which would mean they are classified as a Law Enforcement Agency.  
 
 
HOW TO COMPLETE A DATA PROTECTION IMPACT ASSESSMENT (DPIA) 
 
Step 1: Complete Identifying Details and Preliminary Systematic Description of Activity. This 

section seeks to deliver the information required by both the UK GDPR and the Data Protection 

Act 2018. Please note that the Assessment Summary should be reserved for the end of the 

process as this seeks to summarise the outcome.  

 

Step 2: Complete the Screening  

This process seeks to highlight where a DPIA must be performed, where a DPIA is recommended 

and where a DPIA may be low risk or exempted.  

 

Step 3:  Complete the Further Systematic Description of Activity. This further information 

works in conjunction with the Preliminary Systematic Description to meet the requirements of 

Article 35 (7) (a) UK GDPR to properly assess the impact of the activity.  

 

Step 4: Complete the Necessity and Proportionality Assessment. This information meets the 

requirements of Article 35(7)(b) UK GDPR.  

 

Step 5: Complete the Risk to Rights and Freedoms Assessment. This table enables the asses 

to meet the requirements of Article 35 (7) (c) UK GDPR and Section 64 Data Protection Act 2018 

by identifying the origin, nature, particularity and severity of the risks presented by the activity. For 

each risk potential impacts and threats are identified, together with the likelihood and severity of 

those risks and threats, and any measures envisaged to treat those risks are determined (as 

required by Article 35(7)(d) UK GDPR).   

 

Step 5: Highlight any additional appraisal techniques required to assess the activity. 

Additional appraisal techniques may be required to properly assess this activity to the standard 

expected by the DPIA. Please include appraisal considerations and outcomes relevant to this DPIA 

under this section.  

Step 6:  Outcome. This section aims to record the outcome of the assessment, together with 

decision details, decision maker details, quality control data and any review requirements. Where 

necessary, the controller shall carry out a review to assess if processing is performed in 

accordance with the data protection impact assessment at least when there is a change of the risk 

represented by processing operations.  
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STEP 1(a): IDENTIFYING DETAILS 

 

Name of the initiative and number, if applicable 1. Redruth Town Council CCTV Scheme  

Name, contact information and other identifying details of: 

Data controller(s) 2. Camborne Town Council  

Data processor(s), if applicable Redruth Town Council  

Anticipated Data sub-processor(s), if applicable 

3. Enerveo Limited, Company Number 
2317133, whose registered office is at 
Second Floor, Eagle Court 2, Hatchford 
Way, Birmingham, B26 3RZ 

Scheme Representative  4.  Rose Haylett-Hitchens 

Assessor(s)  Rose Haylett-Hitchens  

Data protection officer(s) (DPO), if appointed 
5. Town Clerk – Jon James 
6. Deputy Town Clerk- Rose Haylett-Hitchens 

Senior Responsible Officer (SRO), if appointed  Town Clerk- Jon James 

Chief information security officer, if appointed 7. Town Clerk- Jon James 

Applicable Supervisory Authority  8. Information Commissioner  

Level of confidentiality of the Assessment  9. Public   

Date and place of compilation of the report 10. 11th June 2026 

[Any other details, as practicable] 11. N/A 

 

 

 

ASSESSMENT SUMMARY  

 

12. This DPIA document highlights how personal data is processed, the purpose of processing and 

the potential risks and measures to mitigate those risks.  
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STEP 1(b): PRELIMINARY SYSTEMATIC DESCRIPTION OF ACTIVITY  

 Explanation 

Functional Description of the Activity  

Procurement of CCTV monitoring services from 

Redruth Town Council pursuant to the Scheme 

Agreement (the Agreement) and participating in the 

Redruth Town Council CCTV Scheme Management 

Group.  

The Scheme facilitates the pooling of resources (and, 

at times, decision-making functions) from multiple 

contracting participating councils (the Participating 

Councils) to enable an efficient, cost-effective CCTV 

provision to each respective area meeting the Purposes 

outlined below.  

Will the activity involve personal data 

(as defined by Data Protection 

Legislation)  

Yes  

Nature  

(what types of processing 

operations?) 

Recording, Storing, Access and Viewing, Disclosure of 

Personal Data, Logging and Auditing, Rights Handling.  

Scope 

Scale  

The Participating Council’s existing CCTV systems 

shall be connected to the Redruth Town Council 

Control Centre. This pre-existing system services an 

area of a population of members of the public, 

comprised of residential and tourism data.  

Time   

24 hours a day, 7 days a week for the duration of the 

supply agreement. Monitoring shall be at set times, as 

arranged between the parties from time to time (not set 

out in this document for security purposes).  

Context of activity   

Having identified a cost-saving and efficiency benefit, 

the Participating Councils mutually agree that a 

Scheme in respect of CCTV operation and 

management will benefit the public, both financial and 

from a security and welfare perspective.  

 

It is intended to benefit the residents, visitors and 

businesses local to the Participating Councils by 

meeting their respective CCTV Schemes objectives in 

the most economic manner. 

The Agreement is intended to decrease the 

administrative and financial burden on each of the 
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Participating Councils arising from the duty to provide 

such CCTV systems by combining resources. 

Purpose of activity    

CCTV is used by Participating Councils in accordance 

with their respective CCTV documentation in order to 

meet the following objectives: 

o to provide a positive and safe environment to 
those who live, work, trade, visit, serve and 
enjoy the areas under the jurisdiction of the 
Participating Council;  

o To preserve life and to minimise the risk and 
danger to the vulnerable through effective 
CCTV monitoring; 

o To assist in the detection of crime; 

o To facilitate the identification, apprehension 
and prosecution of offenders in relation to 
crime and public order;  

o To assist in the restoration of tranquillity and 
reduction in anti-social behaviour;  

o To prevent or mitigate interruptions to traffic 
flow (not to enforce breaches of the traffic law);  

o To assist in the reduction of the fear of crime 
and anti-social behaviour thereby promoting 
reassurance to the community; 

o To assist police and other emergency response 
services during their response to incidents; and  

o To effectively manage traffic for large events in 
the area.    

 

This DPIA is limited to this Scheme (rather than the 

wider CCTV practices of each Participating 

Council).  

Categories of Data Subject 

Those captured by CCTV Footage including children 

and vulnerable adults.  

Participating Council Staff engaged in the Scheme.  

Members of the Public raising requests for information 

(under DSAR, FOIA, EIR). 
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Categories of Personal Data 

processed   

Personal contact details such as name, title, addresses, 

telephone numbers. 

Information requestor data.  

Law enforcement agent officer data.  

CCTV footage including:  

o Personally identifiable information such as 
likeness and appearance data, behavioural 
data, movement patterns.  

o Location data.  

o Vehicle information through number plate and 
other identifiers.   

o Behavioural data.   

o Special category data including race, ethnicity, 
religious beliefs, political beliefs, philosophical 
beliefs, health data, biometric identifiers.   

o Criminal offence data.    

Means of processing (infrastructure) 

and assets on which personal data 

rely (and by what means? e.g., 

analogue, digital) 

The Scheme uses technology set out in Enerveo’s 
Equipment Summary of 13th February 2025 (excluded 

from this DPIA for security reasons).  

Redruth Town Council IT Systems and Participating 

Council Systems connected to the Scheme will be 

operated by Redruth Town Council personnel, including 

Scheme Operatives.  

Envisioned data flows   

 Members of the public whose images are captured by 

CCTV cameras within the Participating Council’s local 
CCTV hardware/network (Data Controller) – Redruth 

Town Council’s control room/central monitoring 
arrangements (acting primarily as a Data Processor for 

Participating Councils, save for in Joint/Independent 

Data Controller roles) – Approved processors/sub-

processors engaged for delivery, maintenance, storage, 

security or support. CCTV Systems will also be 

connected to Cornwall Council and Police via a direct 

agreement between Participating Councils (falling out 

of Scope of this Scheme).   
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Jurisdiction   

Data subjects captured by the Participating Council’s 
existing CCTV systems in their respective areas (all 

within England). The Scheme itself is limited to the 

collaborative service arrangement and does not widen 

the pre-existing geographic footprint of each 

Participating Council's CCTV estate. 

Anticipated Roles  

Each Participating Council will remain controller of 

CCTV footage captured within its own jurisdiction and 

of decisions concerning use, disclosure and retention of 

that footage.  

Redruth Town Council will act as processor when 

providing central monitoring, administration and related 

services on behalf of Participating Councils (excluding 

processing of Redruth Town Council's own footage).  

Redruth Town Council will remain controller in respect 

of its own CCTV footage and any controller 

records/decisions it makes in its own right.  

Where any activity amounts to joint decision-making as 

to purposes and means, the parties should record that 

allocation expressly in an Article 26 arrangement. 

[Other information, specify] N/A 
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STEP 2: SCREENING  

These questions are intended to help decide whether a DPIA is necessary and will also highlight 

where a DPIA is mandated by law. Please refer to the key below to assess your responses.  

1. Does the project involve automated decision-making or profiling that 

produces legal or similarly significant effects on individuals? 

Yes (limited to 

Police Profiling) 

No automated 

decision-making 

by the 

Participating 

Councils/Redruth 

Town Council is 

presently 

envisaged for the 

purposes of 

Article 22 UK 

GDPR. CCTV 

footage may be 

viewed, 

assessed and 

disclosed to law 

enforcement 

bodies, but any 

profiling or 

downstream law 

enforcement 

analysis carried 

out by police falls 

outside the 

scope of this 

Scheme DPIA. 

2. Does the project involve large-scale processing of special category 

data (e.g., health, biometric, racial/ethnic origin) or data relating to 

criminal convictions or offences? 

Yes  

3. Does the project involve systematic monitoring of publicly accessible 

areas (e.g., CCTV, tracking technologies)? 

Yes  

4. Will the project involve the collection of new information about 

individuals? 

No  

5. Will the project compel individuals to provide information about 

themselves? 

No  
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6. Will information about individuals be disclosed to organisations or 

people who have not previously had routine access to the 

information? 

Yes  

7. Are you using information about individuals for a purpose it is not 

currently used for, or in a way it is not currently used? 

Yes 

8. Does the project involve you using new technology which might be 

perceived as being intrusive to privacy? (For example, the use of 

biometrics or facial recognition). 

Yes 

9. Will the project result in you making decisions or taking action against 

individuals in ways which can have a significant impact on them? 

Yes  

10. Is the information about individuals of a kind particularly likely to raise 

privacy concerns or expectations? (For example, health records, 

criminal records or other information that people would consider to be 

particularly private). 

Yes 

11. Will the project require you to contact individuals in ways which they 

may find intrusive? 

No 

12. Does the proposal involve systems or processes that monitor staff or 

the public? 

Yes  

13. Is the processing activity routine and unlikely to result in a high risk to 

individuals? 
No 

14. Is the processing identical or very similar to one already covered by 

an existing DPIA? 
No 

15. Is the processing fully covered under an approved code of conduct or 

certification mechanism that includes DPIA guidance (meaning this 

DPIA isn’t required)? 

No 

16. Is the processing listed by the ICO as not requiring a DPIA? No  

17. Is the Data Controller otherwise exempted from the DPIA process? No  
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  Red Box Yes = DPIA Mandatory The processing meets one or more criteria under 

Article 35(3) of the UK GDPR. You must conduct a 

DPIA. 

  Yellow Box Yes = DPIA likely required and 

recommended 

The processing may present moderate risks or involve 

new technologies or practices. A DPIA is likely 

required by law and strongly advised to ensure 

compliance and accountability. 

  Green Box Yes = DPIA Potentially Not 

Required 

The processing is low risk, routine, or already covered 

by an existing DPIA. You may be exempt, but 

document your rationale. 

 

 

DPIA SCREENING OUTCOME  

Based on the response to the questions and using the key above, please 

describe the outcome of this screening exercise.  

Where remedial action is required in order to offset the need to carry out a 

DPIA, this decision, as well as the action to be carried out, must be recorded in 

a separate document and maintained in your data protection register. 

A DPIA is 

mandatory 

because the 

Scheme 

involves 

systematic 

monitoring of 

publicly 

accessible 

areas, large-

scale 

processing of 

personal data 

(including 

potential 

special 

category and 

criminal 

offence data), 

processing 

involving 

children and 

vulnerable 

individuals, 

and 

disclosures to 

third 

parties/law 

enforcement 

where 

necessary. 

(attached). 
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GOVERNING LAW 

AND 

APPLICABLE 

CODES OF 

CONDUCT  

 

In addition to any applicable law duly identified by the Participating 

Council’s in respect of implementation of their existing CCTV system and 

infrastructure, including but not limited to the Section 31 Local Government 

& Rating Act 1997, Criminal Justice and Public Order Act 1994, Crime and 

Disorder Act 1998 and The Human Rights Act 1998:  

UK GDPR/DPA 2018  

Surveillance Camera Code of Practice  

The Localism Act 2011 – The general power for Local Government to act 

as in any manner they believe suitable for the purposes of promoting 

economic, social and environmental well-being within their boundaries 
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STEP 3: FURTHER SYSTEMATIC DESCRIPTION OF ACTIVITY  

ACTIVITY DETAILS  
 

Detail  

What categories / types of 

personal data will be processed 

as a result of this activity? 

The Service provision will mean that Redruth Town Council 

will hold access to real-time and recorded video imagery 

transmitted from fixed, networked CCTV cameras 

positioned within each respective Participating Council’s 
locality. This infrastructure pre-dates the Scheme and has 

been separately assessed as lawful by each respective 

Participating Council.  

 

The technology will result in multiple categories of personal 

data and, possibly, sensitive personal data and criminal 

offence data (as detailed above) to be shared to Redruth 

Town Council.  

 

Data in respect of children and vulnerable adults is also 

likely to be collected.   

Data in respect of local authority employees may also be 

captured by the systems, however the Participating 

Council’s agree that such Scheme shall not be used for any 
employment purpose.  

What is the source of the data / 

how is it collected? 

Video footage of individuals are recorded and collected 

directly by the CCTV system of each respective 

Participating Council.   

 

 

How will the data be stored? 

The Scheme documents set out that the CCTV footage and 

related records will be stored digitally within the control 

room system and associated secure IT environments used 

to deliver the Scheme, subject to the Scheme Security 

Measures and Access Controls, the Data Processing 

Agreement and any supplier-specific technical 

arrangements. Access will be restricted to authorised 

personnel with a business need to know, with audit/logging 

mechanisms and administrative controls applied in 

accordance with the Operational Procedures. Footage and 

related records must not be stored on personal devices and 

any removable media use must be separately authorised 

and logged. 
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What is the anticipated retention 

period for storage (if applicable) 

It is anticipated that the standard period of retention of 

routine CCTV footage will be 30 days, unless a longer 

retention period is required for an identified incident, 

ongoing investigation, legal proceedings, rights request, 

complaint, insurance matter or other documented lawful 

purpose. Further retention categories, together with review 

and secure deletion requirements, are set out in the 

Scheme Retention Policy and must be applied consistently 

by all participating parties. 

Will this data be shared with any 

other party? 

Data sharing between the parties to the Scheme will be 

limited to activities set out in the Management Group 

Information Sharing Agreement and the CCTV Supplier 

Data Sharing Agreement between the parties (unless 

otherwise required by law).   

Save for sharing activities with approved sub-processor 

identified in the Data Processing Agreement, CCTV footage 

and personal data therein will not be shared with any third 

party without the consent of the parties to the Agreement 

unless such disclosure is made in accordance with the ATV 

and Access to Records Policy agreed between the parties 

from time to time.  

What technological and 

organisational measures are in 

place? 

Participation to the Scheme places an obligation on parties 

to adhere to the agreed Scheme Security Measures and 

Access Controls. These are not attached to this DPIA for 

security reasons.  

 

The Participating Councils should appoint a single point of 

contact who will work together to reach an agreement with 

regards to any issues arising from the activity and to 

actively improve the effectiveness of the Scheme. This 

person will act as “Scheme Representative”.   
 

Third-party access to CCTV Footage and other Scheme 

data shall be governed by the annexed ATV and Access to 

Records Policy.  
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STEP 4: NECESSITY AND PROPORTIONAILITY ASSESSMENT  

What is the Article 6/9/10 lawful 

basis and Conditions for 

conducting the proposed activity? 

Lawful basis:  

Article 6(1)(c) Legal Obligation,  

Article 6(1)(e) Public Task and  

Article 6(1)(d) Vital Interests 

Article 6(1)(f) Legitimate Interests (in relation to the 

Scheme Management Group Activities only).  

 

Conditions or Exception:  

Article 9 (if relevant) (2)(g) Reasons of substantial public 

interest (with a basis in law) for: 

1. the detection and prevention of unlawful acts as 

prescribed under Para 10 of Part 2 to Schedule 1 of 

Data Protection Act 2018; 

2. for statutory governmental purposes as prescribed 

under Paragraph 6 of Part 2 to Schedule 1 (DPA 

2018).  

3. In some cases, Paragraph 18 of Part 2 to Schedule 

1 of the Data Protection Act 2018 shall apply 

(where processing is necessary to safeguard 

children and vulnerable adults.  

 

Legal power (implied or express in statute): Section 

31 Local Government & Rating Act 1997, Section 163 of 

the Criminal Justice and Public Order Act 1994 (where 

applicable). Other applicable laws may vary. 

 

Benefits 

of activity  

for individuals,  

including data 

subjects 

Enhanced public safety: Faster response to incidents 
and emergencies due to centralised, reliable monitoring 
which is designed for prompt access to law enforcement 
agencies.  

Improved privacy safeguards: Standardised data 
protection practices across multiple jurisdictions 
implemented to reduce the risk of a breach of data rights 
and ensuring access to information requests are 
appropriately managed.  

Greater transparency: Clearer accountability and general 
oversight of surveillance practices. 

Consistent service quality: Uniform processes and 
maintenance ensures cameras are functional and 
effective, reducing blind spots. 

Scheme benefits: having a greater number of 
stakeholders involved in the design and scrutiny of the 
Scheme, this will allow for enhanced oversight, diversity of 
perspectives, greater accountability, continuous 
improvement and operational resilience.  
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for the data 

controller 

Specialise expertise: a shared financial contribution 

enables the appointment of licensed staff who can be 

trained (or already hold) the technical expertise necessary 

to operate such a function.   

Streamlined operations: The Scheme offers a reduced 

administrative burden to Participating Councils and allows 

the data controller to focus on strategic oversight rather 

than day-to-day technical management.  

Improved Compliance and Risk Management: The 

Scheme aims to improve compliance, performance 

management and risk management.  

Costs and predictability: the Scheme offers financial 

certainty to Participating Councils and is much more cost 

effective than setting up their own Control Room.  

for the society as a 

whole 

o Increased Public Safety and Crime Prevention 

o Efficient Use of Public Funds 

o Improved Public Trust and Transparency 

o Digital Inclusion and Innovation 

 

Drawbacks 

of activity  

for individuals,  

including data 

subjects 

Data exposure and other privacy concerns: CCTV Data 

is shared with Redruth Town Council and its staff and with 

this comes a heightened degree of risk.   

 

Increased risk of misuse: by increasing the number of 

people exposed to CCTV footage, the likelihood of misuse 

also increases.  

 for the data 

controller 

Loss of Control: Participating Councils are entrusting 

Redruth Town Council with performing an assistive 

function in legal compliance.  

 

Increased liability: If data protection laws are breached 

by Redruth Town Council, as a data processor, the Data 

Controller could be exposed to liability. 

 

Increased Reputational Risk: Participating Councils are 

entrusting Redruth Town Council to perform the service in 

a reputationally supportive manner. Damage may be 

caused if this is not the case.  

 for the society as a 

whole 

Perception of function creep: members of the public 

could be concerned that their personal data will travel to 

another town (i.e they expect local surveillance to remain 

local).  
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Measures  
 

 

Have similar or less 

intrusive activities 

been considered or 

attempted? 

The Participating Councils are subject to statutory duties in 

this regard making alternative options limited.  

 

While measures can be taken to make the locality safer, 

such as appropriate new or re-routing law enforcement 

patrol, street-lighting, implementation of neighbourhood 

watch scheme, promote public safety and business safety 

initiatives, CCTV is a method widely recognised as being 

within each Participating Council’s authority to operate.   

 

The Participating Council have adopted relevant policies in 

respect of placement and functionality of the System to 

ensure intrusion is kept to a minimum. This will include 

meeting measures set out in Surveillance Camera Code of 

Practice.  The risk of additional intrusion caused by 

participation in the Scheme is balanced by the benefits 

offered by the Scheme.   

 

How does the 

proposed activity 

achieve the Purpose 

outlined under Stage 

1 above? 

The Participating Councils intend to appoint Redruth Town 

Council to centrally manage this function in an effective, 

cost-effective manner. The Participating Councils will 

contribute initial contributions to the Scheme in accordance 

with the terms set out in the Scheme Agreement dated 18th 

June 2026. This Scheme enables each Participating 

Council to be involved in efficacy assessment and, at 

times, decision making in respect of the Scheme. Services 

are anticipated as follows:  

o Commissioned Monitoring by two operatives. 

o Reactive Monitoring  

o Maintenance of the Control Room system  

o Control Room equipment provision  

o Handling of applications for authority to view and 
administration of other access to information 
requests; 

o Limited error reporting.  

 

How will personal 

data be limited to 

the activity only 

(avoiding function 

creep?) 

The Scheme is intended to form an administrative and 

infrastructure-based collaboration as well as a supply of 

services arrangement. However, it is not intended to form 

the basis of a significant data sharing project where each 

Council shares its data with Redruth Town Council for the 

purpose of the Scheme. Under the Scheme, the parties will 

not:  
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o have access or use to footage captured outside of 
their own jurisdiction (without the approval of the 
relevant Participating Council controller); or 

o have authority to act on behalf of another 
Participating Council in respect of captured 
footage (including but not limited to the exercise of 
data rights by data subjects);  

o process captured footage in a manner not 
anticipated by the Scheme without the authority of 
the relevant controller.  

Activities for sharing and processing will be clearly set out 
in Data Processing and Data Sharing Agreements and 
those activities will be audited on a regular basis (at least 
annually).  

 
How will you support 

data subject rights? 

The rights of data subject shall continue to be managed by 

each Participating Council. However, the Scheme will 

facilitate necessary assistance to meet data right 

obligations of the Data Controller (such as Redruth Town 

Council holding administrative and disclosure tasks under 

an Access to Information Policy). This means that the 

Scheme serves to support data subject rights rather than 

take ownership of them.   

 

How will you inform 

stakeholders that 

you are conducting 

this activity? Is it 

appropriate to 

consult with Data 

Subjects and their 

representatives?  

 

Each Participating Council shall undertake its own 

Consultation Process as it deems appropriate.  

 

In addition to existing statutory requirements when 

operating a CCTV system more generally, the Scheme 

needs to be discussed in each respective Participating 

Council’s Privacy Policy.  

 

Each party to the Agreement should update their Privacy 

Policies (including employee privacy policies where 

applicable) and Publication Schemes to account for the 

arrangements foreseen by the Agreement and the data 

sharing arrangements contained therein. 

 

The Scheme also creates an obligation on parties to meet 

minimum transparency standards, those standards can be 

viewed here.  

 

What measures are 

taken to ensure that 

processors comply? 

Redruth Town Council shall be subject to strict contractual 

requirements under a Data Processing Agreement, the 

Code of Practice, the Operational Procedures and Scheme 

Policies.  
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How are 

international 

transfers 

safeguarded (if 

applicable)  

Redruth Town Council does not anticipate transferring data 

out of the UK at this time (unless an international law 

enforcement agency requires access in accordance with 

the ATV and Access to Records Policy.  
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STEP 5: RISK TO RIGHTS AND FREEDOMS ASSESSMENT  

 

ID Risk 

L
ik

e
li
h

o
o

d
  

o
f 

o
c
c

u
rr

e
n

c
e
 

S
e

v
e

ri
ty

  

o
f 

c
o

n
s
e

q
u

e
n

c
e
(s

) 

if
 r

is
k
 m

a
te

ri
a

li
s

e
s
 

R
is

k
 l

e
v
e
l 

(s
c
o

re
) 

Risk response Response plan 

 

E
ff

e
c
t 

o
n

 

ri
s

k
  

 R
e

s
id

u
a

l 

R
is

k
  

 M
e

a
s

u
re

d
 

A
p

p
ro

v
e
d

 

b
y
 

R
e

s
p

o
n

s
ib

le
 P

e
rs

o
n

 

Remote, 

possible or 

probable  

Minimal, 

significant or 

severe 

Low, 

medium or 

high 

Mitigating Actions 

(Eliminated/ 

Reduced/ 

accepted) 

(Low/ 

Medium/ 

High) 

Yes/No 

The risks noted under this section are limited to processes arising from the Scheme rather than the use of CCTV more generally. 

1 

Data amalgamation into one system 

operated by Redruth Town Council 

could give rise to inadvertent cross-

over between Participating Councils 

data. Meaning loss of control by 

originating PC.  

Possible Significant Medium   

Set procedures set out in the 

Operational Procedures and such 

processes to be approved by each 

Participating Council.  

Reduced Low  Yes  

2 

A wider risk of misuse or unauthorised 

access caused by an extension of 

access to data by Redruth Town 

Council.  

Possible  Severe High  
Minimum Security Measures and 

Access Controls.  
Reduced Medium  Yes  



 

 

 

20 

 

 

3 

Compromised data quality caused 

by non-conformity of equipment or 

non-conformity of staff screening.  

Possible  Severe High  

Minimum staff training and 

registrations for Redruth Town 

Council Staff. All minimum 

expectation to be agreed by 

Participating Councils under the 

Scheme.  

Reduced Medium  Yes 

4 

Perceived and actual risk to Human 

Rights caused by connection of the 

CCTV system to Redruth Town 

Council’s system.   

Possible  Significant  Medium  

Public communication and 

consultation regarding the 

Scheme. An appropriate public 

feedback mechanism shall be 

established, and the Scheme shall 

simply act as an efficiency 

exercise in improving the current 

CCTV set up rather than indicate 

an expansion of the same.  

Reduced  Low Yes 

5 

Over-disclosure or unlawful 

disclosure of CCTV footage or 

related personal data to third 

parties/law enforcement without 

sufficient controller authority or 

review . 

Possible Significant Medium 

Disclosures to be limited to those 

permitted by the applicable 

access/sharing procedures, with 

clear approval routes, logging, 

staff training and periodic audit. 

Reduced Low Yes 

6 

Unclear allocation of 

Controller/Processor 

responsibilities could lead to delay, 

duplication or error in responding to 

incidents, complaints or rights 

requests. 

Possible Significant Medium 

Scheme documents should be 

easily accessible and regularly 

reviewed by those involved with 

the Scheme at Camborne Town 

Council. Where there are issues, 

ensure that the Scheme 

Representative provides 

feedback. 

Reduced Low 

Yes 
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7 

Failure to keep scheme documents, 

privacy information, processor lists 

or operational procedures up to 

date may result in non-compliant 

processing or reduced 

transparency. 

Possible Significant Medium 

Annual review of scheme 

documentation, change control 

process, DPO/information 

governance oversight and version 

control requirements. 

Reduced Low Yes 

 

DPO / SPO Advice (if required) 

 

Identified controls are sufficient.  

11th June 2026. 
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Consultation with the Information Commissioner is mandatory where the controller intends to create 

a filing system (which is defined in section 3 of the DPA 2018) processing personal data and the 

DPIA indicates that the processing would result in a high risk to the rights and freedoms of 

individuals where risks cannot be sufficiently mitigated.   

 

Detail such consultation here.  

The risks to rights and freedoms have been 

sufficiently mitigated.  

 

 

 

Appraisal techniques, other than the necessity and proportionality assessment, and risk assessment, to be used in the assessment process, if any: 

Law Enforcement DPIA (LE DPIA) ◼ 

The CCTV Scheme proposed sits outside of the Participating Council’s law enforcement 
function. Where the Scheme is to be used for Law Enforcement purposes by the Council 
(where the Council is part of the prosecution), a separate LE DPIA must be performed by 
the Participating Council and Redruth Town Council must be informed of this use.  

Environmental impact assessment (EIA)  
 

Privacy impact assessment (PIA)  
 

Ethics impact assessment    
 

Social impact assessment  
 

Health impact assessment  
 

[Other, specify]  
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STEP 6: OUTCOME 

 

OUTCOME 

PENDING  

FAIL  

PASS PASS  

DECISION DETAIL 

The processing is considered necessary for the stated public safety, crime prevention, incident response and community reassurance purposes, and a 

collaborative model is capable of delivering operational and cost efficiencies. The principal risks arise from centralisation, access, disclosure, role 

allocation and transparency. Subject to the implementation and maintenance of the safeguards described in this DPIA, those risks are capable of being 

reduced to an acceptable level. This DPIA should be reviewed before go-live, upon any material change to the Scheme, and at least annually thereafter. 

 

 

 

OUTCOME REVIEW REQUIREMENTS 

How often will you conduct a review of this activity to ensure it is still 

required? 

Annually 

Completed by:  Authorised By: 

Name: Rose Haylett-Hitchens   

Role: DPO  
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Date: 22.06.2026   

Signed: 
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