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POLICY DEFINITIONS

“Code of Practice” the Scheme Code of Practice.

“Data” shall have the meaning given to it by each of the policies
within this policy.

“Data Subject” Shall have the meaning given to it by Data Protection
Legislation.

“Data Subject Access Request” A request for personal data made under Article 15 UK
GDPR.

“Information Access Data” means data gathered, and records created, by the Scheme
when handling ATV requests and Access to Records
Requests.

‘Human Rights” a person’s fundamental rights and freedoms protected
under the Human Rights Act 1998.

“Law Enforcement ATV Form” shall mean a Law Enforcement ATV Form using the
template agreed by the Management Group from time to
time.

“Personal Data” shall be as defined by the Data Protection Legislation.

“Storage limitation principle” data protection laws require us to retain personal data for

no longer than is necessary for the purposes for which it is
processed. This is referred to in the UK GDPR as the
principle of storage limitation.

“Subject Access Requests” any request from a data subject to access a copy of their
Personal Data and other supplementary information.

Data Roles under the Scheme for the purposes of Data Protection Legislation and
interpretation:

o Each Participant Council is the Data Controller of CCTV data captured within its jurisdiction;

e Redruth Town Council acts as a Data Processor when processing CCTV data on behalf of
Participant Councils; and

e Redruth Town Council processes personal data only on the documented instructions of the
relevant Participant Council, except where acting as a Participant Council and Data Controller
in respect of its own Scheme administration data.




PUBLIC DOCUMENT: Minimum Guidelines for Transparency

1. ABOUT THESE GUIDELINES

1.1. Redruth Town Council and Participant Councils acknowledge that the use of surveillance
camera systems in public spaces must be conducted in a manner that is transparent,
accountable, and respectful of individuals’ rights to privacy.

1.2. These guidelines set out the minimum transparency requirements that Participant
Councils should follow to ensure compliance with the Surveillance Camera Code of
Practice (2013), the UK General Data Protection Regulation (UK GDPR), the Human
Rights Act 1998, and other relevant legislation.

1.3. These guidelines are intended to promote public trust and ensure lawful, proportionate
use of CCTV.

1.4. These guidelines are recommended steps for Participant Councils in respect of CCTV
systems connected to the Scheme. These recommended steps are intended to
supplement, rather than replace, each Participant Council’s legal obligations under
Applicable Laws (including but not limited to those listed above).

1.5. This policy has been agreed by Redruth Town Council and all Participant Councils.
1.6. This policy may be amended in accordance with the Scheme review mechanisms.

2. RECOMMENDED STEPS FOR PARTICIPANT COUNCILS
2.1 Clear purpose and justification

Ensure your policies and processes ensure that any Participant | Supporting  guidance  and

Council CCTV System connected to the Scheme is used only | *®“

for the specified legitimate purposes and objectives of the Camera Code of

Scheme (described in the Scheme Agreement). Any activities E:;‘::Cl‘z . 1(§20P)»

outside of the Scheme must be separately governed through . UK GpDPR, Article

the Participant Council’s policies and processes. 5(1)(b)  (purpose
I(ilrjnlijts&i)on), Article 35

e Human Rights Act
1998, Article 8 (right
to privacy)

Ensure any Participant Council CCTV System connected to the zg?&zﬁing guidance  and

Scheme has been assessed by way of a Data Protection « UK GDPR, Aticle

Impact Assessment (DPIA). Where suitable, the Participant 35 (DPIA)

Council should consider publication of this assessment and any *  SCCP, Principle 2

Scheme connection DPIA.

Ensure the Participant Council has satisfied itself that any | Supporting guidance and

Participant Council CCTV System connected to the Scheme | **“ ¢0 oo pinioie2
does not produce unacceptable bias on any relevant ground or e 5149 of Equality Act
characteristic of the individuals whose images might 2010

reasonably be expected to be captured by it, with the
Participant Council taking into account the public sector
equality duty pursuant to the Equality Act 2010. Where suitable,
the Participant Council should consider publication of this
assessment.

Consider publishing information about the effect of the Stulfptofﬁng guidance  and
Participant Council CCTV System and its connection to the | **"5 ccp pringiple 2

Scheme, including its impact on Human Rights.




Conduct regular reviews of camera placement and ensure its
use remains justified. Such review processes should be
and

appropriately communicated in relevant
procedures belonging to the Participant Council.

policies

Supporting
statute:
e  SCCP, Principle 10

guidance and

2.2 Transparency

2.3

The Data Protection Act 2018 states that Participant
Councils have a duty to let people know that they are in an
area where CCTV cameras operate, and that signs should:

. Be of appropriate size, clearly visible and readable
(at least A5 size)

« Provide details of the organisation operating the
system and details of Redruth Town Council as the
Scheme administrator and supplier.

. State the purpose for using CCTV and who to contact
about the Scheme.

It is particularly important to place signs in areas monitored
by CCTV where people might not expect to be under
surveillance.

Participant Councils must inform members of the public of its
participation in the Scheme via the relevant policies and
procedures belonging to the Participant Council.

Participant Councils should supply a link to the Scheme
Code of Practice and Public Policies on their website.

Participant Councils must publish details of the formation
and structure of the Scheme, as detailed within the Code of
Practice, including details of their own Scheme
Representative.

Supporting guidance and statute:

SCCP, Principle 3

UK GDPR, Articles 12—
14 (transparency and
information to data
subjects)

ICO CCTV Code of
Practice

Participant Councils should consider the publication of
additional Scheme information including the procedures and
safeguards in place, impact assessments undertaken,
performance statistics and other management information
and any reviews or audits undertaken. For the avoidance of
doubt, this excludes all Confidential Policies, Operational
Procedures and other confidential documents under the
Scheme.

Supporting guidance and statute:

UK GDPR, Articles 12—
14 (transparency and
information to data
subjects)
Freedom of Information
Act 2000

Participant Councils should consider publication of a map of
camera placement, unless there is a relevant exception for
security purposes.

Supporting guidance and statute:

SCCP, Principle 3

Participant Councils should consider publication of Scheme
specific retention periods (as they have the effect of
impacting their own retention policies).

This can be achieved through publication of the Scheme
Retention Policy.

Supporting guidance and statute:

UK GDPR Artcle
5(1)(e) (Storage
Limitation) and Article
13(2)(a) (transparency
of storage)

Complaints and redress

Participant Councils should explain how members of the public can

raise a complaint in respect of the Scheme and for any complaints

Supporting
and statute:

guidance




procedure or policies to account for requirements under the e SCCP,

: . : I Principl
Surveillance Camera Code including but not limited to: N e -
« a clear, timely and accessible process for handling Article  12-23
complaints about the Scheme. This includes timely (Data Subject

, . : Rights)
responses and an internal review by someone not involved

in the original decision;
. Information of relevant regulatory bodies (e.g., the
Information Commissioner) if they remain dissatisfied;
« referral of offences;
« annual reporting; and requirements.
The Scheme Complaints Policy shall assist Participant Councils
with this task.

Participant Councils must also inform the public that complaints in
relation to the Scheme may be shared with Redruth Town Council
and, where necessary, the Scheme Management Group. Such
sharing activities are necessary to ensure the maintenance of
operational standards under the Scheme.

2.4 Governance and Accountability

Participant Councils must publish the identity person appointed as St:lt)&?ing guidance and
‘Scheme Representative’, acting on behalf of the Council under |«  sccp, Principle 4

and Principle 10
the Scheme. e UK GDPR, Attcle

5(2) (accountability)

Participant Councils must confirm to the public that responsibility
for the Participant Council CCTV System remains vested in the
Participant Council

Participant Councils must publish a statement identifying Redruth
Town Council as a supplier (and data processor) under the
Scheme, and any agreed sub-processors instructed by Redruth
Town Council under the Scheme.

Participant Councils must publish a statement discussing the joint
activities of the Participant Councils under the Scheme
Management Group, including the complaints handling.

Participant Councils must publish a statement setting out how the
Participant Council will audit the Scheme.




2.5 Data Access and Subject Rights

Participant Councils must explain how an individual can make Stu?ptorting guidance  and
Statute:

a request for information under the Scheme. This should « UK GDPR, Articles 12
include: .-14 (traqsparency and
. Information which the Participant Council controls, 'S”Jg:g;f:)"“ to data
such as CCTV Footage. e  Freedom of

« Information in respect of the Scheme’s administration Ll el ety

e  Environmental
and management. Information

This can be achieved, in part, by publishing the Scheme Regulations 2004.
Access to Records and ATV Policy. Participating Councils
must also publish corresponding internal policies governing
management of such requests (accounting for management
prior to forwarding to the Scheme). This should include, but is
not limited to, Subject Access Requests and requests under
Freedom of Information Act 2000 and Environmental
Information Regulations 2004.

Participant Councils must explain how requests for access to | SCCP, Principles 5 and 7
information by third-parties, such as Law Enforcement and
insurers, are managed under the Scheme.

This can be achieved, in part, by publishing the Scheme

Access to Records and ATV Policy and Scheme Escalation
Policy. Participating Councils must also publish
corresponding internal policies governing management of
such requests.




PUBLIC DOCUMENT: Scheme Access to Records and ATV Policy

1. ABOUT THIS POLICY
1.1 Redruth Town Council and Participant Councils acknowledge that information, records
and data (including but not limited to CCTV Footage) (herein after referred “Data”)
retained by Redruth Town Council and, where applicable, Participant Councils, in
connection with the Scheme may be subject to data access legislation including but not
limited to UK GDPR, Data Protection Act 2018 (DPA), Freedom of Information Regulations
2000 (FOIA) and Environmental Information Regulations 2004 (EIR).

1.2 There are legal and regulatory requirements for Redruth Town Council and Participant
Councils to meet when assessing and disclosing data. This policy aims to assist with
compliance in this regard.

1.3  Access to information is essential for transparency, accountability, compliance with legal
obligation and the effective operation of the Scheme.

1.4  This Scheme Access to Records and ATV Policy explains how:

1.4.1 Redruth Town Council will assist Participant Councils in meeting their statutory
obligations in respect of access to information, CCTV Footage and Scheme
Systems in accordance with their duties under the Scheme Agreement and
Applicable Law; and

1.4.2 Participant Councils can use the Scheme to assist with its legal obligations.

1.5 Failure to comply with this policy can expose all parties to the Scheme to fines and
penalties, adverse publicity, and difficulties in the effective running and management of
the Scheme.

1.6  This policy has been agreed by Redruth Town Council and all Participant Councils.
1.7 This policy may be amended in accordance with the Scheme review mechanisms.

2. SCOPE OF POLICY
2.1. This policy covers all Data that held by Redruth Town Council and Participant Councils, or
third parties acting on their behalf, in respect of the Scheme. This includes CCTV Footage
processed by Redruth Town Council on each Participant Councils’ behalf.

2.2. This Policy does not apply to Data held and controlled by Redruth Town Council and
Participant Councils outside of the Scheme. For information relating to such exempted Data,
please contact the Data Controller direct.

3. GUIDING PRINCIPLES
3.1. Through this policy, and our access to records and ATV practices in respect of the Scheme,
Redruth Town Council and Participant Councils aim to meet the following commitments:

3.1.1. Adhering to all legal and regulatory obligations under the DPA, FOIA, and EIR,
including identification of applicable data and request management, including but
not limited to meeting the prescribed statutory timescales for response;

3.1.2. Ensuring openness in how the Scheme collects, uses, stores, and disposes of
information, and providing clear guidance to the public on how to access records;

3.1.3. Supporting Law Enforcement Agencies effectively;

3.1.4. Defining and allocating responsibilities between Redruth Town Council and
Participant Councils for managing Access to Records Requests and ATV Requests
and ensuring compliance with statutory duties; and

3.1.5. Regularly reviewing and auditing information handling practices to ensure
compliance, identify risks, and improve transparency and accountability across the
Scheme.




4. ROLES AND RESPONSIBILITIES

4.1.

4.2.

4.3.

4.4.

Responsibility of Redruth Town Council as a Supplier to Participant Councils. When
acting as a data processor or data sub-processor on behalf of another Participant Council
under the Scheme, Redruth Town Council is legally obligated to process personal data in
accordance with the written instruction of the instructing Participant Council. Disclosure of
data shall be made in accordance with this policy unless otherwise instructed by the
Participant Council.

Responsibility of Redruth Town Council as a Participant Council. There will be
occasions where Redruth Town Council is acting as a Data Controller of its own data
(including but not limited to Scheme administration data which does not constitute CCTV
Footage), or a joint controller of Data lawfully obtained or shared under the Scheme.
Disclosure of data, subject to it being data within the scope of the Scheme, shall be made in
accordance with this policy unless Redruth Town Council determine otherwise.

Responsibility of Participant Councils. There will be occasions where Participant
Councils are acting as a Data Controller of their own data or as joint controllers of Data
lawfully shared under the Scheme. Disclosure of such information shall be governed by the
Participant Council, although data shared under this Scheme may place additional legal
requirements of the Participant Council under the relevant data sharing agreement.

Redruth Town Council and Participant Councils aim to comply with the laws, rules, and
regulations applicable to them and with recognised compliance good practices. They will
ensure that all personnel contributing to the Scheme will comply with this policy. Failure to
do so may subject Redruth Town Council or the Participant Council, their employees, and
their contractors to serious civil and/or criminal liability.

5. TYPES OF DATA AND HOW THEY CAN BE ACCESSED

5.1.

5.2.

5.3.

The following types of information (“Data”) may be requested lawfully under the Scheme:
5.1.1. CCTV Footage and related Data;
5.1.2. Verbal descriptions of CCTV Footage and related Data;

5.1.3. Personal Data shared between Participant Councils for Scheme Management
Group purposes (which is not CCTV data described above; and

5.1.4. Personal Data relating to the supply of services by Redruth Town Council to the
Participant Councils;

5.1.5. All other types of data held by Redruth Town Council and Participating Councils
relating to the Scheme.

Such requests for information may be requested lawfully under the Scheme via:
5.2.1. Data Subjects under the UK GDPR/ Data Protection Act 2018;

5.2.2. Members of the public under the Freedom of Information Act 2000 (FOIA) and the
Environmental Information Regulations 2004;

5.2.3. Legally authorised third-parties; and
5.2.4. Members of Law Enforcement.

How a request is handled will depend on the nature (and relevant authority) of the request.
These shall be explained in further detail below.




6. ACCESS TO CCTV FOOTAGE BY PARTICIPANT COUNCILS
6.1. Unless otherwise permitted by this clause 6, CCTV Footage shall only be accessible to
Redruth Town Council and the Participant Council which acts as Data Controller of the data
(as defined by Data Protection Legislation).

6.2. CCTV Footage will only be shared with the controlling Participant Council, upon written
request. Urgent requests shall be actioned within 24 hours and non-urgent requests shall be
actioned within 3 working days.

6.3. Save as permitted by clause 6.4 below, the Scheme does not create a right of access to
CCTV Footage captured across the Scheme and outside of the relevant Participant
Council’s jurisdiction. Redruth Town Council’s Operatives will only share CCTV Footage to
other Participant Council’s at the written request of the controlling Participant Council.

6.4. There are limited permissible sharing activities between members of the Scheme
Management Group, where the sharing of this information is necessary to:

6.4.1. Decision-making in respect of the Scheme allocated to the Scheme Management
Group under clause 5.3 of the Scheme Agreement;

6.4.2. Assessment of Scheme efficacy and value;
6.4.3. Scheme Management Group reporting; and

6.4.4. Enforcement action against third-party Scheme suppliers as identified within clause
10 of the Scheme Agreement.

7. ACCESS TO CCTV FOOTAGE UNDER UK GDPR/ DATA PROTECTION ACT 2018
7.1. Data subjects may make a Data Subject Access Request for disclosure of their personal
information, and this may include CCTV Footage.

7.2. A Data Subject Access Request is subject to the statutory conditions from time to time in
place and should be made in writing, in accordance with the relevant Participant Council’s
Subject Access Policy. Redruth Town Council will assist the Participant Council in meeting
any valid request by following the procedure set out within the Scheme Escalation
Procedure.

7.3. In order for Redruth Town Council and any Participant Council to locate relevant CCTV
Footage, any Data Subject Access Requests must include the date and time of the
recording, the location where the footage was captured and, if necessary, information
identifying the individual.

7.4. Participant Councils reserve the right to obscure images of third parties when disclosing
CCTV Footage as part of a Data Subject Access Request, where it considers it necessary
to do so.

8. ACCESS TO CCTV FOOTAGE UNDER FREEDOM OF INFORMATION ACT 2000
(FOIA) AND THE ENVIRONMENTAL INFORMATION REGULATIONS 2004
8.1. Members of the public may also request access, via the relevant Participant Council, to
recorded CCTV Footage under the FOIA and EIR. Please note that exemptions and
exceptions to disclosure applies.

8.2. In the first instance, any request for information must be made in accordance with the
relevant Participant Council’s FOIA/EIR request policies. Redruth Town Council will assist
the Participant Council in meeting any valid request by following the procedure set out within
the Scheme Escalation Procedure.

8.3. Any requests relating to the administration of the Scheme (or any other non-footage related
request) may be submitted to Redruth Town Council direct on townclerk@redruth-tc.gov.uk.
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9. THIRD-PARTY CCTV FOOTAGE REQUESTS (INCLUDING BID SCHEME, MEDIA
AND INSURERS)
9.1. There are circumstances where information and CCTV Footage may be requested by third-

parties (including but not limited to insurance companies and legal representatives) under
the DPA / UK GDPR.

9.2. Such requests should be made direct to the Participant Council to be dealt with in
accordance with their own internal access to information policies. Redruth Town Council will
work with the Participant Council to ensure that any valid request for information is lawfully
met by following the procedure set out within the Scheme Escalation Procedure.

9.3. Please note that Section 9 does not apply to ATVs by Law Enforcement.

9.4. Redruth Town Council Operatives may disclose information to Business Improvement
Scheme initiatives, such as the Truro Rangers. Such disclosures, where agreed, shall be
subject to separate procedures documented within the relevant protocol agreed between
the relevant Participant Council and the BID Scheme from time to time.

10.ACCESS TO INFORMATION WHICH IS NOT CCTV FOOTAGE
10.1. Requestors may seek Data that does not constitute CCTV Footage in accordance with
various data access regimes.

10.2. Where the requested information is identified as Data under the controllership of a
Participant Council, such requests shall be managed by the Participant Council with the
reasonable assistance of Redruth Town Council (subject to limitations set out under the
Scheme Agreement). Such requests, where Redruth Town Council Personnel are
recruited to assist in a response, shall be treated in accordance with the Escalation Policy.

10.3. Where the requested information is identified as Data under the controllership of Redruth
Town Council, including information relating to the administration of the Scheme, such
requests shall be managed solely by Redruth Town Council in accordance with their
applicable policies. Redruth Town Council shall inform the Management Group of
important information arising from such requests.

11.LAW ENFORCEMENT
11.1. Law Enforcement by Participant Councils

11.1.1. Please note that this Scheme is not currently used by the Participant Councils for
their own law enforcement purposes (those are purposes where the local authority
would use its own powers to prosecute and enforce) and any law enforcement
activities shall occur independently of this Scheme.

11.2. General Monitoring by Law Enforcement

11.2.1. The Scheme operates within the jurisdiction of Devon and Cornwall Police, Cornwall
Council and other Law Enforcement Agencies. The Participant Councils and
Redruth Town Council are parties to a Data Sharing Agreement with Devon and
Cornwall Police and Cornwall Council for the purpose of this Scheme.

11.2.2.In respect of general monitoring (such as a large gathering of people), Law
Enforcement Agencies may request to view live or downloaded CCTV Footage. In
most Police cases, this request for access will be made through the relevant Digital
Evidence Management System (“DEMS”) such as “NiCE” for Devon and Cornwall
Police'. Where such as system is not used, a manual request may be made by a
Law Enforcement Agency by completing the relevant Law Enforcement ATV Form
and providing to the Redruth Town Council CCTV Control Room.

11.2.3.Where a request is urgent in nature, a DEMS request or completion of a Law
Enforcement ATV form may not be appropriate, and access shall be granted by the

! For more information on the NiCE system please visit https://www.nicepublicsafety.com/law-enforcement
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Control Room on each Participant Council’s behalf in accordance with the Scheme
Escalation Procedure.

11.2.4. Upon receipt of a DEMS request or completed Law Enforcement ATV form, the
Control Room shall handle the request in accordance with the Scheme Escalation
Procedure. The Scheme Operative will use the DEMS request/form as the basis of
investigation.

11.2.5. CCTV Footage shall be located and, where authorised, disclosed as native source
CCTV footage (preferably MP4) in accordance with the Operational Procedures.

11.2.6. The CCTV Footage remains under direct control of the Redruth Town Council CCTV
Control Room.

11.2.7.Where authorised or required, the Operator may provide real-time verbal
descriptions of live camera views to Law Enforcement or other authorised parties.
This process is distinct from supplying CCTV footage because no recorded material
is transferred or disclosed; instead, the Operator communicates observations
verbally while maintaining control of the Scheme System. These descriptions are
typically used for urgent operational needs, such as assisting officers during an
active incident, and are logged in the Daily Occurrence Book for audit purposes.
Where suitable, we require a Law Enforcement ATV Form to be completed to reflect
the request.

11.2.8. The Control Room will maintain a register of all such requests, which will detail
11.2.8.1. Officer requesting
11.2.8.2. Reason for request
11.2.8.3. Date & time and duration of viewing

11.2.8.4. The requesting officer will be responsible for the communication with the
Redruth Town Council CCTV Control Room, which will maintain control
of the Scheme Systems.

11.2.9. The Control Room will also maintain an auditable record of all steps Redruth Town
Council Personnel take to comply with this Access to Records and ATV Policy, and
the Scheme Escalation Procedure.

11.3. Targeted Surveillance by Law Enforcement

11.3.1. From time to time, the Scheme may be used by Law Enforcement Agencies to view
live or downloaded CCTV Footage for the surveillance of a specific person or group
of people as part of covert, pre-planned investigation or operation. This process is
subject to additional rules and authorisations.

11.3.2.When the Scheme System is used for targeted surveillance, the correct
authorisations under Regulation of Investigatory Powers 2000 (RIPA) will be
required. Surveillance undertaken in this way will be covert, that is, without the
knowledge of the person who is the subject being monitored. In addition, this type
of surveillance may be intrusive, that is, taking place on any residential premises or
inside a vehicle or of such a high quality that the camera may have been inside those
premises or vehicle.

11.3.3. Directed surveillance is defined as covert surveillance that has been undertaken in
relation to a specific investigation, which is likely to obtain private information about
a person in a public place. Examples of this type of surveillance may include the
tracking of a named individual whilst they are located within the CCTV operating
zone.

11.3.4. RIPA authority is not required to observe a hot spot area, such as a known area for
drug dealing, as the monitoring is not targeted at an individual.
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11.3.5. Where Law Enforcement Agencies wish to make use of the Scheme System in a
pre-planned, covert and/or directed manner, authorisation must be given by an
officer of Superintendent rank (or equivalent) or above. In some situations,
authorisation may be required more urgently, in which case Redruth Town Council
will accept approval from an Inspector (or equivalent) or above. However, this
authorisation would only be valid for a period of 72 hours, following which a
Superintendent’s authority will be required. In either case, the grounds for
authorisation are:

11.3.5.1. National security;

11.3.5.2. Prevention and detection of crime;
11.3.5.3. Preventing disorder;

11.3.5.4. Protecting public health; and
11.3.5.5. In the interests of public safety.

11.3.6. The Scheme Manager must be kept updated by Law Enforcement on the status of
the authorisation granted, including any variations or cancellations.

11.3.7. The Scheme Manager, and any other Operatives, shall maintain detailed notes
within the Daily Occurrence Book relating to any RIPA exercises.

11.3.8. Details of RIPA exercises will be shared with the relevant Participant Council
Representative as soon as possible. Such information is to be treated as highly
confidential.

11.3.9. Limited details of RIPA exercises shall be shared at the next meeting of the Scheme
Management Group, solely for the purpose of ensuring the Scheme operates
efficiently. This will not include details of the individual subject to surveillance or any
other pertinent details to the investigation.

11.4. Airwave Radio and Law Enforcement

11.4.1. The Scheme may be used by Law Enforcement Agencies to receive real-time verbal
descriptions of live CCTV monitoring via Airwave radio. This sharing process occurs
by virtue of a information sharing protocols between the Police and the Participating
Councils.

11.4.2. An encrypted (TEA2) radio handset is placed in the Control Room which will enable
two-way communication between Operatives and the Police. Radion transmissions
will be monitored by Operatives to enable prompt and effective response times for
live monitoring and enable the Police to effectively respond to incidents.

11.4.3. Operative use of the system shall be in accordance with the Airwaves Service Code
of Practice, any applicable information sharing protocol agreed between the
Participant Councils and the Police, and any instructions of the relevant Participating
Councils.
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PUBLIC DOCUMENT: Scheme Data Retention Policy

1. ABOUT THIS POLICY
1.1 The information, records and data (including but not limited to CCTV footage) (herein
after referred “Data”) of the Scheme is retained by Redruth Town Council and, where
applicable, Participant Councils, in accordance with this policy.

1.2  There are legal and regulatory requirements for Redruth Town Council and Participant
Councils to retain certain data, usually for a specified amount of time.

1.3 Data is necessary to help the Scheme operate efficiently and effectively. However,
neither Redruth Town Council or Participant Councils need to retain all data indefinitely,
and retaining data can expose all parties to the Scheme to risk as create additional,
unnecessary burden on public funds.

14 This Data Retention Policy explains how the parties to the Scheme will retain data for
the purposes of the Scheme; including how disposal of data is expected to take place.

1.5 Failure to comply with this policy can expose all parties to the Scheme to fines and
penalties, adverse publicity, and difficulties in the effective running and management of
the Scheme.

1.6 This policy has been agreed by Redruth Town Council and all Participant Councils.
1.7 This policy may be amended in accordance with the Scheme review mechanisms.

2. SCOPE OF POLICY
2.1.  This policy covers all Data that held by Redruth Town Council and Participant Councils,
or third-parties acting on their behalf, in respect of the Scheme. This includes CCTV
Footage processed by Redruth Town Council on Participant Councils’ behalf.

2.2. This policy does not apply to Data held and controlled by Redruth Town Council and
Participant Councils outside of the Scheme. For information relating to such exempted
Data, please contact the data controller direct.

3. GUIDING PRINCIPLES
3.1.  Through this policy, and our data retention practices in respect of the Scheme, Redruth
Town Council and Participant Councils aim to meet the following commitments:

3.1.1.  Compliance with legal and regulatory requirements to retain data;

3.1.2. Transparency on how the Scheme handles, store and dispose of data
responsibly and securely;

3.1.3. The appropriate allocation of resources, roles and responsibilities to data
retention between Redruth Town Council and other Participant Councils; and

3.1.4. Transparency with monitoring and auditing of the Scheme data retention
practices.

4. ROLES AND RESPONSIBILITIES
4.1. Responsibility of Redruth Town Council as a supplier to Participant Councils.
When acting as a data processor or data sub-processor on behalf of another Participant
Council under the Scheme, Redruth Town Council is legally obligated to process
personal data in accordance with the written instruction of the instructing Participant
Council. Retention periods are therefore subject to change in accordance with those
instructions from time to time.

4.2. Responsibility of Redruth Town Council as a Participant Council. There will be
occasions where Redruth Town Council is acting as a Data Controller of its own data or
a joint controller of Data lawfully shared under the Scheme. Retention of such data shall
be governed by this policy and Redruth Town Council’s wider retention policies.
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4.3. Responsibility of Participant Councils. There will be occasions where Participant
Councils are acting as a Data Controller of their own data or a joint controller of Data
lawfully shared under the Scheme. Retention of such data shall be governed by this
policy and the Participant Council’s wider retention policies.

4.4. Redruth Town Council and Participant Councils aim to comply with Applicable Laws
and with recognised compliance good practices. They will ensure that all employees and
representatives participating in the Scheme will comply with this policy. Failure to do so
may subject Redruth Town Council or the Participant Council, their employees, and their
contractors to serious civil and/or criminal liability.

5. TYPES OF DATA AND THEIR RETENTION PERIODS

5.1. CCTV Footage including any embedded
data within such footage such as metadata,
system data. For the avoidance of doubt, the
Scheme does not currently process audio
recordings derived from Participant Council
CCTV System, or any biometric data.

Data is held by Redruth Town Council as
Data Processor on behalf of each
Participant Council. Unless otherwise
instructed by the Participant Council, this
is held for 30 calendar days unless:

a) a Law Enforcement body asks for
it to be preserved as part of an
active investigation

b) for litigation purposes.

Data will be destroyed, or, at the
Participant Council’s request, returned to
the relevant Participant Council upon
expiry of any period of retention.

5.2. ATV records

Data will be (at the Participant Council’s
request) destroyed or returned to the
relevant Participant Council upon the
earlier of:

a) expiry of 6 years;

b) termination of the Scheme
Agreement. A copy of CCTV
Footage under the ATV will be
held for 120 days for evidential
purposes.

5.3. Information Access Data. The Scheme
will serve to assist each Participant Council
with their information access obligations
under Data Protection Legislation,
Freedom of Information Act 2000 and
Environmental Information Regulations
2004.

Data will be (at the Participant Council’s
request) destroyed or returned to the
relevant Participant Council upon the
earlier of:

a) expiry of 6 years;
b) termination of the Scheme
Agreement.

5.4. Scheme Administration and
Management Data. The Scheme uses
Data to administrate the Scheme. This is
likely to be limited to data relating to the
Scheme’s efficacy (such as incident
statistics) however, there may be very
limited circumstances where such
administration requires CCTV footage (for
example, demonstration of errors or
glitches impacting the Scheme).

Information will be held by Redruth Town
Council for 6 years unless there is a lawful
reason to extend this period of retention.
Personal Data to be minimised where
possible (in accordance with the storage
limitation principle)

5.5. Compliance Data. Redruth Town Council
will record data required for legal

Information will be held by Redruth Town
Council, as the primary Scheme
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compliance and auditing purposes, such | Administrator, for 6 years unless there is
as incident logs, access control logs and | a lawful reason to extend this period of
other reporting obligation data. This will | retention. Personal Data to be minimised
likely include personal data relating to | where possible (in accordance with the
Redruth Town Council and Participant | storage limitation principle)

Data employees, workers and contractors.

5.6.

If Data is not listed in the above table, it is likely that it should be treated as we would treat
Scheme Administration and Management Data. However, if you consider that there is an
omission in the above table, or if you are unsure, please contact Redruth Town Council
using the contact details below.

6. STORAGE, BACK-UP AND DISPOSAL OF DATA

6.1.

6.2.

Storage and Back-up. Redruth Town Council and Participant Councils must store
Scheme-related Data in a safe, secure, and accessible manner. Any Data essential to the
operation of the Scheme must be duplicated and/or backed up at least once per week and
maintained off site. All measures for back-up and storage are detailed in greater detail in
the Security Measures Policy. As this policy is currently not classified for public publication,
any queries should be directed to Redruth Town Council using the details set out at 8
below.

Destruction. In most circumstances, the Participant Council will be responsible for secure
destruction of Data. However, when instructed to do so on behalf of a Participant Council
or during its performance of its Scheme administrator function, Redruth Town Council shall
ensure the destruction of confidential, financial, CCTV employee-related and personal
data takes place securely. Destruction of hard copy Data and records must be conducted
by shredding if possible. Non-confidential data may be destroyed by secure recycling. The
destruction of electronic data will be coordinated with the Redruth’s external IT supplier.

7. SPECIAL CIRCUMSTANCES

7.1.

7.2.

7.3.

Certain records that are relevant to current litigation or contemplated litigation (that is, a
dispute that could result in litigation), government investigation, audit, or other event, must
be preserved and not deleted, disposed of, destroyed, or altered. This will result in the
suspension of any requirements under this policy until a determination of no further action
is reached.

If a Participant Council believes an exception to this policy applies, or any event listed
under 7.1 is contemplated, they must contact their relevant legal department and
immediately inform Redruth Town Council. Where Redruth Town Council has not been
informed by the Participant Council under this 7.2, it will not be in breach of this policy
where it has destroyed records referred to in 7.1 in accordance with 6 above.

In addition, Redruth Town Council and any Participant Council may temporarily suspend
any routine data disposal procedures in respect of that Party’s Data in connection with
certain other types of events, such as replacement of its information technology systems
or merger to form unitary/combined council authorities.

8. WHERE TO GO FOR ADVICE AND QUESTIONS
Any questions about retention periods relevant to the Scheme should first be raised with the
relevant Participant Council, this will normally be the authority responsible for the Participant
Council CCTV System. Where a Participant Councill cannot be identified, Redruth Town Council
will be able to assist in the first instance by contacting: townclerk@redruth-tc.gov.uk.
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PUBLIC DOCUMENT: Scheme Escalation Policy

ABOUT THIS POLICY

This policy sets out the requisite processes for Operatives to follow in the event of an Access to
Records Request or ATV request. It aims to work with the Access to Records and ATV policy to
ensure that all requests for CCTV footage are handled lawfully, consistently, and in accordance with
data protection principles, including escalation to the Data Controller where required.

ESCALATIONS CONTINGENCY

Where escalation is required to the Scheme Manager, and that person is unavailable, the role shall
be replaced by the Town Clerk or Deputy Town Clerk (detailed in the Code of Practice). Only where
there is a threat to life or property, and where the Scheme Manager and their deputy is unavailable,
can the Operative continue based on their own judgement and without the consents and or further
advanced escalation. A record of this shall be maintained within the Daily Occurrence Book and
escalated at the first opportunity.

All operational actions taken by Redruth Town Council Personnel in respect of CCTV data are carried
out on behalf of and under the authority of the relevant Participant Council as Data Controller, except
where immediate action is required to protect life or prevent serious harm.

INDEX

1. Processes for recorded footage / RIPA requests
2. Processes for in-person law enforcement requests

3. Processes for law enforcement ‘live monitoring’ requests by telephone or radio
(including airwaves)
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1. PROCESSES FOR RECORDED FOOTAGE / RIPA REQUESTS FROM LE

Receive the request via the Digital Evidence Management System or by form.
Record manual requests on the Access to View log, including:
Date and time received
Requesting party
Nature of request (urgent or non-urgent)
Summary of the information requested

Identify the status of the request and follow the appropriate action path.

Where a request cannot be resourced, the Scheme Manager must be informed as soon
as possible, and the matter shall be taken under their control from that point. The
Control Room Operator is to liaise with the relevant Law Enforcement representative

and the Scheme Representative as necessary.

Emergency
Request (where Urgent LE /DEBS
permitted under High Priority

this Code of

Practice)

RIPA request

Acknowledge
CRO to record Log receipt and inform
Number, along = the requester that
the request will be
reviewed.

The CRO take
reasonable steps

to verify the ) )
validity of a with the officer’s

request and = Name, Rank and
grounds for Shoulder Number.

authorisation. Reject if not

provided.

CRO to contact
the Scheme
Representative —
for approval. If

Where reasonably Where reaonsably Scheme
achievable, offer achievable, =l Representative is
immediate access provide immediate] not available and
or disclosure as access to the situation is an
necessary, Control Room Emergency, move
authority of an Systems, or a
inspector will be copy of footage,
accepted (fora securely, ensuring
maximum of 72 only relevant
hours access). footage is shared.

to Emergency
Request Process.

Provide access or
a copy of footage
securely within 24
hours (where
reasonably
achievable),
ensuring only
relevant footage is
shared

Update ATV log or Update ATV log or

DEMS record. DEMS record.

Document Key:

Update ATV Log or i

DEMS record.

ATV — Access to View

CRO - Control Room Operative
DEMS - Digital Evidence Management System
LE — Law Enforcement

PC — Participant Council

RIPA — Regulation of Investigatory Powers Act
SM - Scheme Manager

All other requests for
information (includingthose
under DPA, FOIA and EIR)
shall come direct from
each Participant Council.

here a requestor contacts
Redruth Town Council
Control Room Direct, that
request should be directed
to the relevant Participant
Council.

Redruth Town
Council receive
request from PC

by email to action.

Acknowledge
receipt with 3
Working Days of
receipt.

Obtaining and
locate information
requested with 10

Working Days

days (where
reasonably
achievable).

Send relevant

information to the
PC - CRO should
not make any
= direct disclosure
on any Participant
Council's behalf
unless expressly

requested by PC.

Update Daily

Occurrence Book
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2. PROCESSES FOR IN-PERSON LAW ENFORCEMENT REQUESTS

This process applies to requests from Law Enforcement Agencies (e.g., Devon & Cornwall Police,
Cornwall Council) and requests from other emergency services (Fire Service, Paramedics etc) for
real-time monitoring of CCTV feeds within the Scheme Control Room, where the request is not covert
or targeted surveillance under RIPA, and the request is made in-person at the Control Room rather

than in advance.

Preconditions

Request must be operationally justified (e.g., public safety, crowd monitoring, urgent incident

response).

Request must not be related to an emergency — please follow emergency request process above.

Request Procedure
1.Officer completes a Law
Enforcement ATV Form.

2. Control Room Operator
records requestin Daily

Occurrence Book, including:

a.Officer details.
b.Purpose and justification.
c.Start and end time.
d.Cameras accessed.

Access Protocol

1.Officer is escorted into the
Control Room by an authorised
Operative.
2.0Officer is briefed on:
a.No recording or copying of
footage.
b.Observations are verbal only,
no screenshots or
downloads.
c.Operator retains full control
of the system at all times
(unless thereis arisk to the
operator’s welfare).
d.Monitoring is limited to
cameras relevant to the
stated purpose.

Audit and Compliance

1.Daily Occurrence Book entry
must be signed by the
requesting officer.

2.Scheme Manager will
undertake periodical spot
checks to ensure compliance
with process and validity of
requests.

3.Any verbal descriptions
provided during monitoring
must be noted in the Daily
Occurrence Book.
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3. PROCESSES FOR LAW ENFORCEMENT ‘LIVE MONITORING’ REQUESTS BY
TELEPHONE OR RADIO (INCLUDING AIRWAVES)

This process applies to telephone and radio requests from Law Enforcement Agencies (including
but not limited to Devon and Cornwall Police and Cornwall Council ASB Officers) and requests from
other emergency services (Fire Service, Paramedics etc) for real-time monitoring of CCTV feeds
within the Scheme Control Room, where the request is operationally justified.

Preconditions

Request must be operationally justified (e.g. public safety, crowd monitoring, urgent incident
response).

A request cannot constitute covert monitoring under RIPA without authorisation. Where authorisation
is required, Operatives must also follow the relevant process set out in the flow-chart above.

Request Procedure

1.0Officer contacts Control Room
2.Control Room Operative
records in Daily Occurrence
Book:
a.Officer details
b.Nature and justification of
request
c.Time and date of call.

Access Protocol

1.Operator provides verbal,
general descriptions, only of live
camera views.

2.No screenshots, recordings, or
downloads permitted.

3.Verbal disclosures are limited
to cameras relevant to the
stated purpose.

Audit and Compliance

1.Daily Occurrence Book entry
must include:

2.0Officer details.

3.Time and duration of
monitoring.

4.Summary of verbal
descriptions provided.

5.Scheme Manager will
d.Lawful basis being relied undertake periodical spot
upon in accordance with UK checks to ensure compliance
GDPR. with process and validity of
e.Start and end time. requests.

f.Cameras accessed.
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PUBLIC DOCUMENT: Scheme Data Complaints Policy

1. ABOUT THIS POLICY
This policy sets out how data protection complaints relating to the CCTV Scheme are handled. It is

designed to ensure complaints are dealt with fairly, transparently and in accordance with UK data
protection law. This policy forms part of the Scheme Public Policies.

2. SCOPE
This policy applies to complaints relating to the processing of personal data under the Scheme,

including the use of CCTV cameras, collection and storage of footage, disclosure of data, and the
handling of data subject rights requests. It does not apply to general complaints unrelated to personal
data.

3. DATA CONTROLLER RESPONSIBILITY
Each Participant Council is the Data Controller for CCTV data within its jurisdiction and is responsible

for handling complaints. Redruth Town Council acts primarily as a Data Processor and will assist the
relevant Participant Council where required.

4. HOW TO MAKE A COMPLAINT
Complaints may be made by email, post, telephone or any published contact method. If a complaint

is sent to the wrong Participant Council, it will be forwarded to the appropriate Participant Council.

5. COMPLAINTS HANDLING PROCESS

Acknowledgement
Compilaints will be acknowledged promptly. Where necessary, further information may be
requested to clarify the nature of the complaint.

Assessment
The complaint will be recorded and assessed to confirm:

o that it relates to Personal Data; and
¢ which Participant Council is responsible as Data Controller.

Investigation
The relevant Participant Council will investigate the complaint, which may include:

e reviewing CCTV Footage, audit logs and other records;

e consulting Redruth Town Council where data is processed on its behalf; and

e assessing compliance with Data Protection Legislation, the Code of Practice and Scheme
Policies.

Outcome

A written response will be provided setting out:
o the findings of the investigation;
e whether the complaint is upheld or not upheld; and
e any actions taken or proposed.

Where appropriate, actions may include correction or deletion of data, or changes to procedures
and safeguards.

6. TIMESCALES
Complaints will be handled without undue delay and in line with statutory requirements.
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7. ESCALATION AND REVIEW
If dissatisfied, individuals may request a review by the relevant Council’s Senior Responsible Officer
or Data Protection Officer (where applicable).

8. ICO
Individuals may raise concerns with the Information Commissioner’s Office (ICO) if they remain
dissatisfied with the outcome of a complaint.

9. RECORD KEEPING
Participant Councils may maintain complaint records and use them to improve compliance and
operations.

10.DATA SUBJECT RIGHTS
This policy operates alongside data subject rights, including access, rectification and erasure rights.
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